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organizations may build their own local 5G networks, potentially increaslng neml.rork vulnerallnililies. Improperly

deployed, configured, or managed 5G equipment and networks may be vulnerable to disruption and
manipulation.
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Susceptibility of the 5G supply ¢hain due to the malicious or inad introduction of
vulnerabilities: The 5G supply chain is susceptible ta the malicious or unintentional introduction of risks such
as malicious software and hardware, counterfeit components, and poor designs, manufacturing processes,
and maintenance procedures. 5G h iy . and services provided by trusted entities could
increase the vulnerabilities of network asset compromise and affect data confidentiality, integrity, and
availability.

INE) HOARE key  ABEEiA R [0 ]
2 T 7 5% FB B W8 7% key R G - BRR () = [19) SR key 27 —3 ETBBY
=l 3 = Ha Vers , = AR : e
REERBEDNMDEE - BEORMEENT  BEEEED
A vy o m':ﬁ:l" = % = AN S e 40 4 p =118
DMEREHTEREAEEE  paagmeee . sU0sanansENeE G . BEEe
e (2EB 1:0) B8 (28] IRRBRZHREENS 19] Bied  FF—ptEs
MOEREETS - EHE—IREENR [19] RIRRMNEBRIE 28] -

Current 5G dapl ! ging legacy i and untrusted components with known
vulnerabilities: 5G builds upon previous generations of wireless networks and is currently being integrated
with 4G LTE networks that contain some legacy vulnerabilities. Some of these legacy vulnerabiliies, whether
accidental or maliciously inserted by untrusted suppliers. may affect 5G equipment and networks despite the
integration of additional security enhancements,

,  Limited competition in the 5G marketplace resulting in more proprietary solutions from untrusted
Despite the d it of gned to encourage interoperability, some companies,
= suchas Huawei, build proprietary interf: into their gies. This limits ' choices fo use
other equipment. Lack of interoperability with other technologies and services limits the ability of trusted
companies to compete in the 5G market.
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